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• SASS (Streaming Assembly) 
under-documented

• Difficult for GPU binary analysis

• NVLift!
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Challenges

• Lack SASS official document
• Only a sketchy  SASS documentation from NVIDIA

• Lack type information in SASS instructions
• e.g. IMAD R2, R2, R3, R4; MOV R2, R6

• Checking the correctness of lifted LLVM IR
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Understanding the SASS Instructions

• Compare  Opcode with similar PTX instructions

• Previous reverse engineering work
• Function/Format/Usage

• Verify instructions behaviors via cuda-gdb
• e.g. IMAD R2, R2, R3, R4
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Design - Overview
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Design – Extract SASS
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A. Extract SASS

A SASS demo for RELU operator  in SM75
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Design– Parse SASS
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Design– Parse SASS
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Design – Lifting by Rules
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Lack type information in SASS!
e.g. IMAD R2, R2, R3, R4
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Design – Type Analysis
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Type Analysis

• Infer types from opcode
• IMAD R4, R4,R5, R3 & FADD R7, R2, R7
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Type Analysis

• Infer types from opcode

• Infer types from context
• e.g., MOV R6, R2
• Operand Define-Use Chains on the CFG
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Type Analysis

• Infer types from opcode

• Infer types from context 

• Infer 64-bit types
• R0-R255 are 32-bit registers
• 2 registers assembly one 64-bit register

• E.g., “IMAD.WIDE R2, R2, R3, R4”  R2à R3||R2
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Store the result to the 
R3 register

NVLift Example: IMAD Instruction

R3=R3*c[0x0][0x4] + R4

Load R3, c[0x0][0x4], 
R4  to temporary 
LLVM variables

Multiply and Add in LLVM IR
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Differential Testing Pipeline
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• Check the semantic correctness of the lifted LLVM IR
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Implementation / Evaluation

• Works for Turing (SM75)

• Supports 47 core SASS instructions

• ~90% occurrence coverage

• Lifted SASS of 11 CUDA Kernels
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Case Study: Decompilation

• Lifted LLVM IR benefits future analysis.

• We leverage RetDec, an LLVM-based decompiler.

• 7 of 11 CUDA kernel binaries are successfully decomplied.
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Conclusion

NVLift, an end-to-end lifter from SASS to LLVM IR.

A differential testing–based method to verify the semantic correctness

The value for downstream analysis 
• CUDA kernel decompilation as a case study



Thank you!

Code: https://github.com/purseclab/Sass-LLVM-Lifter
Email: wan155@purdue.edu

https://github.com/purseclab/Sass-LLVM-Lifter
mailto:wan155@purdue.edu

